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1. PURPOSE Gyl

- To establish, document, maintain and continually improve a system for risk management

process.
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2. SCOPE gubatl Jlxe

This SOP is applied by the university on all processes required by the quality management system.
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3. REFRENCES g2l

3.1. 1SO 9001:2015 titled “Quality management systems — Requirements”.
3.2. 1SO 9000:2015 titled “Quality management systems — Fundamentals and vocabulary”.

3.3. 1SO 45001:2018 titled “Occupational health and safety management systems — Requirements
with guidance for use”.

3.4. 1SO 27001:2022 titled “Information security, cybersecurity and privacy protection Information
security management systems Requirements”.

3.5. 1SO 41001:2018 titled “Facility Management - Management Systems - Requirements with
Guidance For Use”.
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4. RELEVANT PROCEDURES / FORMS  dall 13 z3kidl / Olel 2!

Forms / SOPs No. Title
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F-04-01 Risk Management Report (RMR)




SOP-01 Document Control

SOP-10 Improvement
SOP-13 Feedback and Complaints Handling
5. DEFINITIONS AND ABRIVATIONS whlaisYl g <l sl
Term zlacall Definitions & Abbreviations whluaisYl g &l sl
Risk The effect of uncertainty.
shsdl () pde Ao 90

Systematic application of management policies,
procedures and practices to the tasks of analyzing,
evaluating, controlling and monitoring risk.
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6. RESPONSIBILITIES & g3uell

o,

s Top Management:
- Provide all resources required for risk management process.

< QA Manager:

- Establish appropriate risk team from relevant departments based on scope of Risk
Management Process.

% Risk Team:
- Identify all hazards associated with each process during risk management process.
- Conduct risk assessment according to this SOP.
- Apply appropriate risk control measures to mitigate the associated risks as far as possible.

< All departments: Implement all actions associated with risk process without undue delay.
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7. PROCEDURE sly=>)!

6.1. General Requirements:

% The university should apply a risk-based approach to the control of the appropriate processes
needed for the quality management system.

% The university shall document the risk management processes using form no. F-04-01.

% Records of risk management activities shall be maintained according to SOP-01.

< The university should evaluate its existing risk management practices and processes,
evaluate any gaps and address those gaps within the framework.

% Top management should ensure that the authorities, responsibilities and accountabilities for
relevant roles with respect to risk management are assigned and communicated at all levels of

the university.
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Top management should ensure allocation of appropriate resources for risk management,

which can include (competent personnel, risk tools and procedures and any required training).
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6.2. Risk Management Process:

% Scope, context and criteria:
o Defining the scope: The university should define the scope of its risk management
activities.
e External and internal context:
- The external and internal context is the environment in which the university seeks to
define and achieve its objectives.
- Understanding the context is important because:
a) Risk management takes place in the context of the objectives and activities of the
university.
b) Organizational factors can be a source of risk.
c) The purpose and scope of the risk management process may be interrelated with
the objectives of the university as a whole.
e Defining risk criteria:
- Arrisk criterion is used to evaluate the significance of risk and to support decision-
making processes.
- Risk criteria should be aligned with the risk management framework and
customized to the specific purpose and scope of the activity under consideration.
- Risk criteria should be established at the beginning of the risk assessment process,
they are dynamic and should be continually reviewed and amended, if necessary.
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- The following tables should be considered during risk analysis:
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Probability of Occurrence of Harm Quantified Value (P)
opall Egan Lllaial PRI

High: Negative Event ‘likely’ to occur 4
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Medium: Negative Event ‘may’ occur 3
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Low: Negative Event is ‘unlikely’ to occur. 5
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Remote: Negative Event is ‘very unlikely’ to occur 1
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Risk (R) = P x Séuidl * ddlaisyl = ylasel Evaluation of Risk
ool o
If Risk (R) value is between 1 to 3 Risk is Acceptable
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If Risk (R) value is between 4 to 7 Risk is ‘Unacceptable’
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If Risk (R) value is between 8 to 12 Risk is ‘Intolerable’
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Severity for Identified Harm Quantified Value (S)
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Critical: The effects are ‘severe’ with respect to Non-Compliance
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Moderate: The effects are ‘moderately severe’ with respect to
Non-Compliance 2
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Minor: The effects are ‘not severe’ with respect to Non-
Compliance 1
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% Risk assessment:
o Risk assessment is the overall process of risk identification, risk analysis and risk evaluation.
¢ Risk Identification:

- The purpose of risk identification is to find, recognize and describe risks that might help or
prevent the university achieving its objectives. Relevant, appropriate and up-to-date
information is important in identifying risks.

- Risk Management team should identify all the hazards that associated with the process that
under evaluation.

- Risk team should identify harms associated with each hazard, whether or not their sources

are under its control.
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e Risk analysis:
- The purpose of risk analysis is to understand the nature of risk and its characteristics including,
where appropriate, the level of risk.
- Each risk should be estimated by determination the severity and probability of each risk to ensure
that it's acceptable based on risk criteria mentioned in this SOP.
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¢ Risk evaluation
- The purpose of risk evaluation is to support decisions.
- Risk evaluation involves comparing the results of the risk analysis with the established risk criteria to
determine where additional action is required.
- This can lead to a decision to:
a) Do nothing further.
b) Consider risk treatment options.
¢) Undertake further analysis to better understand the risk.

d) Maintain existing controls.

- For unacceptable & Intolerable risks: control measures shall be taken to minimize each risk




to acceptable levels.

- For acceptable risks: additional control measures should be taken to minimize each risk as far

as possible.
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% Risk Treatment (Risk Controls):

e Selecting the most appropriate risk treatment option(s) involves balancing the potential benefits
derived in relation to the achievement of the objectives against costs, effort or disadvantages of
implementation.

¢ Risk treatment options are not necessarily mutually exclusive or appropriate in all circumstances.
Options for treating risk may involve one or more of the following:

- Avoiding the risk by deciding not to start or continue with the activity that gives rise to the
risk.
- Taking or increasing the risk in order to pursue an opportunity.
- Removing the risk source.
- Changing the likelihood.
- Changing the consequences.
e Risk treatment can also introduce new risks that need to be managed.
e Preparing and implementing risk treatment plans:
- All control measures taken should be handled according to SOP-10 as they are
considered as preventive actions.
- All risk control measures should be implemented with undue delay and their

effectiveness should be measured after implementation according to SOP-10.




- The risk should be measured after implementation the appropriate control measures to

ensure that it has been minimized to an acceptable risk.
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% Monitoring And Review
e The purpose of monitoring and reviewing is to assure and improve the quality and
effectiveness of process design, implementation and outcomes.
e Ongoing monitoring and periodic review of the risk management process and its outcomes
should be a planned part of the risk management process, with responsibilities clearly
defined.

e Also results of the feedback process according to SOP-13 should be taken into account to

identify any new risks and RMR report should be updated whenever necessary.
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% Recording And Reporting
e Implementation of risk management process and results of risk analysis, estimation and
identification of risk control measures should be recorded using form # F-04-01, each report
should be given a unigue code as (RMR-XX-YYYY), where:
- RMR is an abbreviation for risk management report.
- XX s the serial number of reports.
- YYYY is the issuance year.
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